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VMP I R R % EE

’1; i i Eif :
/* Loaded from: classes.dex */

8 public class MainActivity extends Activity {
// android.app.Activity
pratected void onCreate(Bundle bundle) {
super .onCreate (bundle);
LinearLayout linearlLayout = new LinearlLayout(this);
linearLayout.setOrientation(1);
linearLayout.setGravity(17);
linearLayout.setPadding(16, 16, 16, 16);
linearLayout.setBackgroundColor(-1);
TextView textView = new TextView(this);
textView.setTextSize (16);
textView.setGravity(17);
) textView.setTextColor(Color.parseColor(StringFogImpl.decrypt(“dmR2HQhI1ZA==")));
textView.setTypeface(null, 1);
2 linearLayout.addView(textView);
setContentView(linearLayout);
SharedPreferences sharedPreferences = getSharedPreferences (StringFogImpl.decrypt("0OTE/Qko="), Context.VM
int i = sharedPreferences.getInt(StringFogImpl.decrypt(“"NjszQow="), 1);
sharedPreferences.edit().putInt(StringFogImpl.decrypt("NjszQo ), i # 1):apply();
Handler handler = new Handler(Looper.getMainLooper());
handler.post(new AnonymousClass1000000082(this, i, handler, textView));

NN R B R

WowW W

3

/* renamed from: com.leyou.myapp.MainActivity$1006000602 reason: invalid.class name */

/* loaded from: classes.dex */

class AnonymousClass100000002 implements Rur
private final MainActivity this$e;
private final int val$count;
private final Handler wval$handler;
private final TextView val$timeTextView;

AnonymousClass100000002 (MainActivity mainActivity, int i, Handler handler, TextView textView) {
this.this$0 = mainActivity;
this.val$count = ij;
this.val$handler = handler;
this.val$timeTextView = textView;

Y7 jaua.icng.ﬂunnabis:
puhlic void run() {

ringBrtfer hew StringBu

= (OF
strlngBuFfer append(StringFogImpl.decrypt("BjwnSVciBydLXSEtL

(S 7Vt

public class MainActivity extends Activity {
static {
g.init();
p.interfacel1(8);

A
L,

static native /* synthetic S ing access$1000003 (MainActivity mainActivity);

/* JADX INFOQ: Acces
public native S

modifiers changed from: mprivate */
getNetworkTime();

// android.app.Activity
protected native void onCreate(Bundle bundle});

/* renamed from: com.leyou.myapp.MainActivity$160000062 reason: invalid class name */
/* Loaded from: C:\Users\Lenovo\Desktop\nop.dex */
class AnonymousClassli00000002 implements Rt €
private final MainActivity this$o;
private final int val$count;
private final Handler val$handler;
private final TextView val$timeTextView;

static {
p.interfacell(7);

1

J

AnonymousClass100000002 (MainActivity mainActivity, int i, Handler handler, TextView textView) {
this.this$® = mainActivity;
this.val$count = i;
this.val$handler = handler;
this.vald$timeTextView = textView;

static native MainActivity access$0(AnonymousClassl@00@0002 anonymousClassl00000002);

// java.lang.Runnable §
public native void run(); j
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dex2c N ZE BRXT L

(AT

public static Str » decrypt(stri str)

return new StringFogImpl(). de(rypt(str, CHARSET_NAME_UTF_8);

)
7

ride // com.github.megatronking.stringfog.IStringFog

public String str2) {
try {

return new ST
} catch (

return new Str

encrypt(

ng str,

-y B

3
b

@override // com.githu
public S

ng decrypt(String str, str2) {
try {
return new String de(ode(str, 2%,
} catch (Unsu ne){
return new St .decode(str, 2),

1
i

encode(xor(str getBytes(),

str2),

1.encode(xor(str.getBytes(CHARSET_NAME_UTF_8), str2), 2));

str2), 2));

megatronking.stringfog.IStringFog

CHARSET_NAME_UTF_8);

str2));

ride // com.github. mpgat!cnklnq stringfog.IStringFog

pub11c boolean overflow(Str ing str2) 4

return str != null && (str length()

g
4

private static byte[] xor(byte[] bArr, Stri str) {
int length = bArr.length;
int length2 = str.length();
int i = 9;
int i2 = 93
while (i2 < length) {
if (i >= length2) {
i=0;
}
bArr[i2] (byte) (bArr[i2] ~ str.charAt(i));
i2+4+;
it

1
i

return bArr;

* 4) / 3 >= 65535;

R 5

Ej

public static native decrypt(String str);
/* JADX ERROR: JadxRuntimeException in pass:
jadx.core.utils.exceptions.JadxRuntimeException:
at jadx.core.dex.visitors.blocks.BlockSplitter
at jadx.core.dex.visitors.blocks.BlockSplitter
*y
private java.lang.String encrypt_QSD_3(java.lang.Str
,*
4 = this;
ré = o0
return ré
L8
e

throw new n("Method

%
)

private static native byte[] xor(byte[] bArr, Stri

BlockSplitter

Unexpected missing predecessor

for 1

.addTempConnectionsForExcHandlers(Blo

.visit(BlockSplitter.

not

java:54)

g r5, java.lang.s

re) {

decompiled: com.github.megatronk

str);

=rride // com.github.megatronking.stringfeg.IStringFog

puhlxc natijve g decrypt(String str,

ing

@override // com.github.megatronking.
public native S g encrypt(String

str, String

str2);

s tr‘u:jfog IStringFog
str2);

@override // com.github. mPJatrmanng,<tr1njf@g ISstringFog

public native boolean overflow(s

g str,
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R B3 U0 3 R B

N Fr Il

.method private encrypt _QSD_3(Ljava/lang/String;Ljava/lang/String;)Ljava/lang/String

.method public encrypt(Ljava/lang/String;Ljava/lang/String;)Ljava/lang/String;
.registers 7

Jregisters 7
.prologue «prologue
onst/4 v3, 8x2 const/4 va, 0x0
.line 3§
viry start 1
ew-instance v, Ljava/lang/String;

String vi, "UTF-8" itry_start 3

fnop

-virtual {p1, v1}, Ljava/lang/String;->getBytes(Ljava/lang/String;)[B

tic {vi, p2}, Lcom/github/megatronking/stringfog/xor/StringFogInpl;->xor @

tic {vi, v2}, Landroid/util/Base64;->encode([BI)[B

invoke-direct {v@, v1}, Ljava/lang/String;-><init>([B)V
itry end 15
.catch Ljava/io/UnsupportedEncodingException; {:try_start 1 .. itry end 15} :catch |

line 44
igoto_15

.line 38
catch_16

line 42
Y- ance v0, Ljava/lang/String;
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N
BB

DEX
nop

nop 13 ”
0.2 4MB
DEX

Android
3.1.4 SO XA hn &

% Native Z1 . so BEr, RHABHF . FF5IRIE-
BURBRIBITEIGH EEEL/TREE. 2 . so P, X
SR SER A PN, BB FE W AT o X T NI 5%
HEgAE, v E MR S5 N BN .

Jon 5] w/iy

Read-only code

ELF» Linear~ PseudoC
ddress i ox9bcese .text
6x0P6obcasH

000POREBEBSbCOEE
CEEEEEEEEEEEE sparkskK_myJNI_surfacec()

uintea t x8 ReadMSR(tpidr e10) ;

(ULntea t*)(x8 + €

entry_xs
(uintea_
(uint64_t=)((cha

builtin mem:

wdata_bSellc,

60, &data bSelic, Oxe, Ox5T);
e, xa, &)

var

0e0eEBaSbCAade
©0000000009bCAd|

Name ~ Address
0x0004606b8
UNL OnLoad ©x0004/ /714
7

Section
120 11ETCIx940v

2508 __stack
0004601 /0 noreturn

0047 JUNI_OnLoad(JavavM* vm, arg2)
0047 uintéa t x19 Readms

tpidr e10)
_+ x8 (x19

c
004/

IRESFPreterIWrSPINNEEANE (0x48a0fc, Oxb58, &data 403500, vm, arg2)

return
stack
noreturn
SVFIq7F6BZ0
JB4cy SP266MSG!
JBA2ASPhO2Z12FD

a8 °> o0

0x0004546
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3.2.1 APK ST R

PN EE S RS, B, BB, IEPSE) @2
AR IO, RIGEIESZHEENZELE, @7 B A8 &
(a3, HIEMGE. 500 PFATIRER LK ; K cs) )
R RT iR B oE XAAE (Fon. IBH . B3RO

3.2.2 APK BB R R

1 (3] Bf ) TE R 25 44 i N AT T 2 X, s AT X
V2/V3 CLAERTALE VI FEAEER) JHATHEX, A4aimid I3k
BB A ERS A IITRIG . X IRIESE A 2R
YIRS T ZE R E
3.2.3 R ERRD

Xt DEX/SO/ A 55 22 SRR AL A SE i <8 AR 36 5 1a 47 BRI
W SAEF SNBSS 5, FR4E AL RS R AL,
B3 15 3R % RN AR R BTEN .

3.2.4 BiRSEEHERRY
X assets/res. FCE A 5UEP LAY 5 RAY E,
S71E UL/ MR & 4. UEPat e gi sl 5| 5 249 B R 55 i o

3.3 REFEH AR
3.3.1 B AR

WL M (anti- ptrace) « /proc 5B 15T
P52 R S 40 S T B s Al as SIEA S B0, fERURKES
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B GINNAES NG 5% % O bME, g6 7 AT 8HE
SR B oG, AR SaS 0t 5 AT B Th 26

3.3.2 B HOOK &

%t Xposed/LsPosed. Frida. Substrate M HAZFh, %F
AR/ 268/ AR . NAFFRFAEVLEC . RS R e
XA ptrace TS VEMAT IR SN, RAETTRCELAE
e eon. BRREGE H .

3.4 HEM R

KA ZEREAE A (TDE) fEARBFESCIE 10 E5E “ ik
Bifgas. S5Rn=” , Sk E & A & . SRR
SQLite/Room. XML/JSON BCE . WebView/HIML5 %R, E+5/
AR AT G — N, FRl S RETRAENE . BN
%, UMY TDE Redkk 7 B S0V -5 R Bo iy Sk B it I U, &
HT FJESH A HIH5.

3.5 iIBTH IR R

PEHEGHELHLAS . Root. ZHF. fREE/VPN, Bfmdt=/# b
#Hht /3 ht 5 H B MR RS 5 RS AL B . ﬁ#%%¢b
RIGEEAE I (& Z/BREDhae/ kD , 55,
SR S B RSN o

4 7= iR

o WREXNPUH N AR RE + 20884 (DVWP)
/4E U- VP, EEIREE/ 30T A,
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o RS SERK + V2/V3 BERGLLXT, 9
JIBE W — R FT AL

o BATHIRERTY: O, & Hook 575 s ¥ NI 7&E
i e RS, B AR

s BIREFINE: XHRGZERNE, XFRSHES
BT

s RHUE R TRABA, FHUHIH Android RRA
5 ¥R ROM ER,

* DEX2C 5 VMNP IBSINEBIF1AR: W ZIEERE
1+1=3
o WERWZARIE RS BEBT 0 7%
IFREER AR BEIETIsAT, SR 7 — AT et .
o N A ar BB B I B AR X Activity A A AR 2L
(onCreate/onResume/onStart %) HHATFESJIRIE 5 ERMER
o WIRAFRER SR £ Assets H FCAFSLE
Ry, NIRESCHEL BN, BT ONE, 4T
e
Assets{RT

¥ ‘ C:\Users\Lenovo\Desktop\z<I0[El.zip\assets\ & | C:\Users\Lenovo\Desktop\ShadowSafety/iliE.apk\assets\

ZHR KBRS B BFR AN ) =
css 154 194 19 534 ® libShadowSafetyProtect_a64.so 1 069 ... 968 223 20
dexopt 2 464 2 464 @ libShadowSafetyProtect_enc.so 68 68 20:
icons 304 858 139 817 [T libShadowSafetyProtect_mips.a 72 72 20:
images 2 649 1 467 ® libShadowSafetyProtect_x64.so 1034 .. 922 365 20.
js 1199 ... 344 093

[ aliu_xposed_api.dex 175732 71 204 20

[ favicon.ico 15 406 4 902 19

[ go_proxy_video 8497 ... 4699 .. 19

€index.html 18 630 3377 19

| lerou.txt 24 24 24

@libmitv.so 3745 .. 1867 .. 19

@ parse.html 692 373 19

[l pine_xposed_api.dex 176 040 71 030 20

hY - W >
PRI HY (S al=
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DEX

classes. dex

classes. dex

APK

Dalvik

.apk
[v o BAH
com
github.megatronking. s
leyou.myapp
¢, BuildConfig
¢ MainActivity
¢ R
3
o APK signature
[5] Summary

¢, MainActivity

package com.leyou.nyapp;

import android.app.Activity;

import android.content.Context;

import android.content.SharedPreferences;
import android.graphics.Color;

import android.icu,text.SimpleDateFormat;
inport android.os.Bundle;

import android.os.Handler;

import android.os.looper;

import android.widget.Linearlayout;
import android.widget.TextView;

import com.github.negatronking.stringfog.xor.StringF
import java.net.HttpURLConnection;
inport java.net.URL;

/* loaded from: classes.dex */
public class MainActivity extends Activity {
@override // android.app.Activity
protected void onCreate(Bundle bundle) {
super.onCreate (bundle);
LinearLayout linearLayout = new LinearLayout]
linearLayout.setOrientation(1);
linearLayout. setGravity(17);
linearlayout.setPadding(16, 16, 16, 16);
linearLayout. setBackgroundColor(-1);
TextView textView = new TextView(this);
textView.setTextSize (16);
textView.set6ravity(17);

ShadowSafety (4 . apk
AN
com. Leyou.myapp
R
v.m
¢, 8000

84
&s
BRI
o APK signature
[4] Summary

textView.catTextCnlor(Cnlor.narcalnlor(Strin

DEX A4 I 25 34 B %) Lt
DEXEEAZR N 23 5 AR 1

KFDEXSCAF: A A HEAT BEAAR SR

‘APKJclasses. dex X =5 A

A& APK £ BC SCEAndroidMani fest. xml [ FE

. B2

reason: contains not prin
ng 18;

/* renamed from: F
private static

static |
g str = ™
while (true) {
switch ((str.hashCode() * 469) * 185647
case -1298562604:
h = nuﬁ_ll;
str = “;,
break;
case -1163081488:
8 = null;
str = “,
break;
case -1110354437:
return;
case -925972240:
16 = newConcurrentashMap ();
str = ‘E“';
break;
case -841652525:
returnintern = true;
str = ",
break;
case 97462950
] = nu__il;
str = c,
break;
case 411731204:

v g, HEU N A DR RIAPK TR A 5

AN, Fe e hn R 3 5e A8 5

APKFEIZATHS, =8 AT ERT 7S, RGN DEXR

[E
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RIS

® 33 APK R DEX SZHHTEEIAINTS. NHEECRIF

ShadowSafety RENAMERZHRABEH

o [HIFREWEITE, BIFEARRT smali, jd-gui. Dex2jar, baksmali,

JEB. BytecodeViewer, AXMLPrinter2, ApkTool &THE
o NEENATSERENEERA, RORFESNERE

o NNEFRATEZWNEZE VMP A, mHORIPFESRERE

5 FE Rt E
s o5&, WA e, B, BEE. EBITET
M2 P m se B . BUdERIT 5 s T A SR S I B SR
o« gE 5N, Wb R ESERN, gy amEsE
A5
o WEARRE: P IBAREIRB T, FRIK4ET A,
o WM 5EiEE . RAEXEES S EITEIR, BT
VAT,

6 /@4 ; ﬁik

« BRIESAE KPS SRR IR/ RAE R
§70c NI NI RSYERTL %W

© B S RAEMRS: SUREIRREINE . AR S
BEL K+

© WASIR: DRM/EHIAE. Sechi 5 B ne
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C S Lol BEIBECRS . FEIES BUR%E P
al

© MR SIS BRMCAR 5 9 2 0 A 5
1.

7 X+ 5E4ERE (SLA 5N F0E )

1. App IR, R REiEE? BERHZ A

BN IR SR R B, AT TR A TR RS
N R FE o XTSRS SRR RO A, HR BB AT AR
24 /NI SERHEE 5B B R 2R T ROUR B E AL (]
W IR, R R ERE 1-3 N TAERN. &
PSR A PR S [E D, IR M i M

2. B FEHAEIE B W] 2 BARFER 2 A2

Dol AR 4 3 s b BmAE, AP RSl iR
B, NFREEEHEYE B2 ORI SE i E . 015
K/NHIZ A (50-500MB) , ACFRFMH@E S N 1 8% 5 4
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